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Abstract: With the increase in the use of mobile phones, the use of Short Message Service has increased exponentially.
With the cost of text messages dropping, people started using them for promotional purposes and unethical activities. This
led to a massive increase in spam and consequently the loss of personal and financial data. To prevent data loss, it is
essential that spam is detected as quickly as possible. Thus, this paper aims to classify spam not only effectively but also in a
short time using python. A dataset containing thousands of text messages containing natural messages (ham) and spam
messages was used. Natural language processing techniques were used Multiomail Naive Bayes, Decision Tree and
Random Forest are used through which we can classify the message type. After applying these algorithms, Random Forest
algorithm got the best accuracy 0.99% in 0.15 second.

Keywords: Accuracy, Classification, Confusion Matrix, Dataset, ham, Natural Language Processing.
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--- Confusion Matrix for Random Forest model ---
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Making Predictions

[57]: def predict_span(sasple_message):

ge » re.sub(patterns’[*a-2A-2]",repls" °, string « sample_message)

ge « sanple_sessage. lower()

sanp ge_words = sample_message.split()

sample_sessage words + [word for word in sasple_sessage words if not word in set(stopwords wonds(‘english’))]
fina ¢ » [unl.lemsatize(word) for word in sample message words)

final_message » ' ".join(final_message)

$am0

sasple_messy

tenp = tfidf.transfora([final_message]).toarray()
return rf.predict(tesp)

In [61): # Prediction 1

sample_message = 'Marvel Mobile Pl

if predict_spas(sample_message):
print('Gotchal This is 3 SPAM message.’)
else:
print('Tais is a HAM (noreal) message.’)

Gotcha! This is a SPAY message.

[63]: # Prediction 2 -
sanple_message « 'Sure thing big man. { have hockey elections at 6, shouldnd,~Eat go ca longer than an hour though'

if predict_spas(sample_sessage):
print('Gotcha! This is a SPAM message.’)

else:
print(‘This 1s a WY (normal) message.’)

This is a WA (norwal) message.

In [64): # Prediction 3

saaple_message « 'URGENT! Your Mobile number has been awarded with a A£2000 peize GUARMNTEED. Call €9061798121 from land line. (|

if predict_span(sample_sessage):
print('Gotchal This 1s a SPAM message.’)

else:

Gotcha! This is a SPAM message.
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