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Abstract: SDNs are still not mature enough, especially in terms of security, and can easily become a prime target for many
attacks such as DoS attacks that reduce or block network services and make them unavailable to users, or they may also be a
gateway to other attacks.

In this article, we present an evaluation of a set of machine learning algorithms in detecting LDoS attacks in SDNs, where
cybersecurity systems can analyze and learn patterns to help prevent similar attacks and respond to changing behavior. This

can help cybersecurity research teams be more proactive in preventing threats and responding to active attacks in real time.
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“

--------- [ Alogirithm J--------mmmmmmm -
==> Birch(n_clusters=2, threshold=0.01)

—————————— [ Clock J--====—mmmmmmmmme
Report time unit = [ 143 ]
—————————— [ Features J--------———mmmmmmo
1. TCP = 1906.0

2. STD for UDP = 0.0

3. UDP to TCP Ratio = 0.0000

4. skewing for TCP = 0.2261

5. skewing for UDP = 0.0

Report Time = [ 0.8 ] Seconds

H2 n-packets/n-bytes = 0/0

H3 n-packets/n-byte = 0/0

---[ Is there a LDoS attack ? ]----—-———---
==> No, LDoS has NOT been Detected

Ul ALl ! Byguall § pedas LoS dadid Cilaseid) aiSTIDS goliyy S (9) JSad!
((10) Uil 3 LS IPERF 8151 ys,a5 § du Ll plas

“"Node: h1™ VA o_‘
BURST ] 52.9 MBytes
BandwWidth = 444.0 Mbits/sec
INTERVAL = 40.0 - 41.0 sec
BURST = 53.1 MBytes
BandwWidth = 446 .0 Mbits/sec
INTERVAL = 41.0 - 42.0 sec
BURST - 52.9 MBytes
Bandwidth = 444 .0 Mbits/sec
INTERVAL = 42.0 - 43.0 sec
BURST = 53.0 MBytes
BandWidth = 445.0 Mbits/sec
INTERVAL = 43.0 - 44.0 sec
BURST = 53.1 MBytes
BandwWidth = 445 .0 Mbits/sec
INTERVAL = 44.0 - 45.0 sec
BURST = 52.9 MBytes
BandwWidth = 444 .0 Mbits/sec
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"Node: h2" - 0 &
RELAX
> Rest_time = : 1.0 [seconds]
# UDP packets have sent : 60519
# UDP [pkts/s] in LDoS burst ~= 9134
# UDP [pkts/s] if DoS ~= 283154
# Ratio UDP_LDoS/UDP_Normal ~= 3.23 %
LDoS GRAPH
. +
| * * * K * * I
0 . 8 * * * K * *
* * *k * *
0 . 6 * * *k * *
* * *k * *
* * *k kK *
0 . 4 * * *k *k *
* * *k *k *
0 . 2 * * *k *k *
* * *k *k *
N +
0 100 200 300 400 500 600 700

LS Jay Losie H2 aueind | 33306 (11) JSCad!
:Jo¥l susldl -1
Lo TCP Jas JsSoip p dany (£ puieiuss w2 leo dzge Js¥1 oliuad! 3
HT o TCP Jacty Jlas! 8L8 gy o Sl ) Lo IS 1140 Ayl 8155 Ac gz (12) JSad) sy
O G ol T gy ¥ ¥ cllig Al (2 24801 Ayl oo LasMig HS 9

“Node: h3"

/bin/bash
root@dLl-com: /home/dl# bash a.sh

————————— [ Alogiritm ]-———-—eooo
==> Birch(n_clusters=2, threshold=0.01)
7777777777 [ Clock J-----—mmmmmmmm oo
Report time unit = [143]
—————————— [ Features ]-==r=rer=rereeeremee

. TCP = 1906.0
. STD for UDP = 0.0
. UDP to TCP Ratio = 0.0000
. skewing for TCP = 0.2261
. skewing for UDP = 0.0

H2 n-packets/n-bytes
H3 n-packets/n-byte

Is there a LDoS attack ? ]------------
No, LDoS has NOT been Detected |

"Node: h2"
“Node: h1"

rootiidl-com: /home/dL#

62.0 - 63.0 sec
52.8 MBytes
443.0 Mbits/sec

63.0 - 64.0 sec
52.9 MBytes
444.0 Mbits/sec

64.0 - 65.0 sec
53.2 MBytes

446.0 Mbits/secl

65.0 - 66.0 sec
52.9 MBytes
444.0 Mbits/sec|

Al Joad dadaldl Wilatl (12) Ui
S v WS ai)i)iilll A 5 Cypaly f{thaﬁll S99 a &S| <}i)iilll o) bl M3 f{ghqa«J\ H3 T
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“Mode: h3" /bin/bash

>~ Attack_time =
[0.633] [seconds)

[ Alogirithm J-----=-m-mmmmmmmmmm

RELAX ==> Birch(n_clusters=2, threshold=0.01)
> Rast_time = 1.0 [seconds) N [ Clock ]
# UDP packets have sent 267491 Report time unit

[# UDP [pkts/s] in LDoS burst ~= B565
[# UDP [pkts/s] if DoS ~= 263655

[# Ratio UDP_LDoS/UDP_Normal ~= 3.23 % . TCP .
LDoS GRAPH . STD for UDP = 114.4211
i ; L e T UDP to TCP Ratio = 262.5000
6.8 | - - " - | . skewing for TCP = 2.846
I = = a - = | . skewing for UDP 4.1295
6.6 | - - - “ - I B
I : : :: :‘ : | Report Time = [ 0.8 ] Seconds
6.4 : - . - - . } H2 n-packets/n-bytes = 0/0
) I - = = I H3 n-packets/n-byte = 2977.8 / 62291673.
- - - | ]
. - - |

---[ Is there a LDoS attack ? ]------------

“Node: h2"

“Node: h1"

root@dl -com: /home/dL#
91.0 - 92.0 sec

406.0 KBytes
3.32 Mbits/sec

92.0 - 93.0 sec
288.0 KBytes
2.36 Mbits/sec

93.0 - 94.0 sec
0,0 KBytes
2.05 Mbits/sec

94.0 - 95.0 sec
173.0 KBytes
1.41 Mbits/sec|

BandWidth

(H3) prleas 2929 Ul (13) Jsad
s S gobd! -2
Jdony ;5T (g8 pusiung TCP Jas JoSoi9 0 Jomy (S04 pieiuny pole dzgn G goluad!
UDP JsSs39
3329 J) ALYl (UDP Jaill JsSaisy alusiuly Has H2 o clily Jsls 5L (14) JSad1 oaya
i oyl Lo liag awdadl pusgll 3 3Scadl Al g TCP JsSyiap plaiials HS ae Juolyns gdlly HT pusil
N G wln 6l 2929 puad Uiy Lyl o il

binfbash

INTERVAL = 434.0 - 435.0 sec
[BURST = 52.8 MBytes

~-m-—--—-[ Alogirithm J---------
Birch(n_clusters=2, threshol

rootadl -con: /hone/dle | BandWidth 443.0 Mbits/sec

INTERVAL = 435.0 - 436.0 sec ----------[ Features ]--

BURST = 53.2 MBytes 1. TCP

Bandwidth =  446.0 Mbits/sec o atio
4. skewing for TCP

INTERVAL = 436.0 - 437.0 sec 5. skewing for UDP

BURST = 52.9 MBytes I

Ia_andn.‘mth = 444.0_ Mbits/sec| Report Time [ 0.8 ] Seconds
H2 n-packets/n-bytes = 89.0 / 89.0

INTERVAL 437.0 - 438.0 sec H3 n-packets/n-byte = 6.0/ 0.0

---[_Is there a LD0S attack ? ]--———-------——
==>[No, LDoS has NOT been Detected]

T8 dataqr.
206 KByte (dofault)

o 1
o 89 (oa)
o/ 8o {eal
o wa loa)
o
o

2 port 42951 connected with 18.8.8.4 port 5681
Transfar Bandwidth
131 KBytes 1.67 Mbits/sec
120 KBytes 1.85 Mbits/sec
120 KBytes 1.85 Moits/sec
126 KBytes 1.85 Moits/sec
126 KBytes 1.85 Moits/sec
126 KBytes 1.85 Mbits/sec
129 KBytes 1.86 Mbits/sec
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Jsad! L_§ EHE LAS)::).EJJ‘ Ao 5 SHpddg f‘}-‘?—q—” 2929 i 58] )..;E_ﬂ\ o) dulg M- ﬁ}'.x,g.n H3 Ty
3 &> pszmdl aiS § JY) eladdl 355 508 Lasdls (HT 5050 § yelay Lolassl Aur Yl ji50 (5219 (15)
fo-LQl\ Ao el ‘:5"\'” ij}?jj\.n ods g9 UDP Jaul J}S}’»}Jg ‘a.\:r_Lw__s Ja-i ‘AM d92>9 Ul

/bin/bash

Alogirithm 1--

INTERVAL = 444.0 - 445.0 sec - p—
(

BURST = 53.2 MBytes == n_clusters=
’Q‘E;;:'f;::-ds] : BandwWidth = 446.0 Mbits/sec - --[ Clock ]--
N Report time unit

o RELAX AP INTERVAL = 445.0 - 446.0 sec :
= Rest_tima ;1.8 [secon
|+ Wop packats have sent 18915 BURST | = 52.8 HMBytes 2. STD for UDP
j# LOP [pkts/s) in LDoS burst -= 8971 BandWidth = 443.0 Mbits/sec 3. UDP to TCP Rat
o 100 (pkrara) it 005’ = aiel 4 skeung for TCP
[# Ratio UOP_LD0S/UDP Normal -~= 3. -
LDoS/ 0P Nommat INTERVAL = 446.0 - 447.0 sec 5. skewing for UDP

L BURST = 52.9 MBytes ESSihe

Bandwidth = 444.0 Mbits/sec) Report Time

0.0 | & = [ 8.8 ] Seconds
- I - [H2 n-packets/n-bytes = 36.0 / 36.9
LES | - INTERVAL =  447.0 - 448.0 sec H3 n-packets/n-byte = 8.8 /0.0
! M BUR = MB ---[ Is there a LDoS attack ? ]------------
- naWi i ==>|Yes, LDoS has been Detected]
0.1 | - Bandwidth =  296.0 Mbits/sec I >—YES LDoS has been Detected
| .
6.2 | -

PRGRRGERGEEE
(R AR AR AR

128 KBytes 1.65 Mbils/Sec
.86 Moits/sec

FEERE
BEEERE
LRI
Feuee
RERRRR

1
1
1
1
1
1
1
1
1
1
1

GRARERRRRT

3] 15.6-16.8 sac
3] 16.0-17.0 sac 128 KBytes

Hoits/sec

UDP a ittt po pgxa 3929 dl> (15) Jscadi
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[32,19] KFold ¥ ;Las | ctiws punirl]
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KFold plusial; bl Aegazee pauds 40 L gs Yo (16) JSad! oy

Fold 1 Fold2 Fold3 Fold 4
L1 [ | | Runi

LI [ [ [Ru2

L[ [ | |Run3

LI [ [ | Runs

training set test set

KFold Jes 41 Jias (16) JSEJI
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lall-14
((17) S 3 pdas Lo 1dag Lo v J) s lane ild| calsd

Comparision of all used algorithms

100.00

99.951 99.94 99.94 99.94 99.94 99.94 99.94

99.92

99.90 4

99.85 4

Results percent %

99.80

99.75

99.70 -

Logistic Regression MLP KNN BIRCH

BN Accuracy WM Precision  EEE Recall E Fl_score

e13¥) uslia JSg deseiad | JYI elatdl cileaysylgs o aLall (17) JSCad!

el Accuracy 1301 Jole dusb oo 3a=5 Leld LR L jesiwg Logistic Regression duaj;lgs) dewdlly
MLP L sasiues danaall W Sliaiylys § % 99.825 99.87 (99.92 3ass Loty %99.94 ,laies desd
il de BIRCH 9 KNN g (Multilayer perceptron)

99.92 3axs Loty %99.94 deid dic Soluds MLPy LR dusjylss of as precision I Jale 2>l (e
il e BIRCH KNN (0 (S 3 99.74 5

3 99.86 :99.91 Luiy (BIRCH LR (suwiylgs (10 JSI %99.94 Latl dagall «wilss Recall Jolad deuwddly
il e KNNgMLP e S

KNN MLP cilioislgsed) ciad>g (LR daylgsell Llall 2aall cislsé F1_score puad| oleal auddly
Al e %99.84999.89 (99.93 A Wl il BIRCH

Sl | bl s @ Lenseiadl Silghasdl cuun ale IS0 Aaas L) mludl sda 3edxd pwds (S
el Lo gl Lgwotia «olial

PN I OISO anll Bagd 00585 o e oyl Buig AST) cilazma a8 allas maas Ll Ly Tuz el 0
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Sleaplgsel on byl Ul (o Saale 48T Recall @b 0585 o e 1S Lo ca s Ul> § 4 (o
:(18) Uil @ ydas L 1dag «lasd Recall Jl (ulidas

Comparision of all used algorithms

100.00

99.95

99.90

99.85

Results percent %

99.75

Logistic Regression MLP KNN BIRCH

Recall jolual deuddly JY1 elaidl cleaiylgs o 5Lall (18) JSadI
Recall b (o dilate dadipe Ailaie wud Jons BIRCH; LR guaplss oof Jiball s lly azm

KNN 5,155 @3 MLP Laasg
:J¥ plaidl Sileayylgs o JSI ela¥1 J 4, (1) Joun
‘ Accuracy Precision Recall ‘ F1-Score
LR 99.94 99.94 99.94 99.94
MLP 99.92 99.94 99.91 99.93
KNN 99.87 99.92 99.86 99.89
BIRCH 99.82 99.74 99.94 99.84

«—ui¥l ga Logistic Regression of BIRCH a3l 95! RES SN Ol dzes Gbudl Jgasdl o

bl asdlia-15
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~3 Adaboost ¢ Y 0.33 2.94 97.06 [9]
~3 BIRCH (pad Y 1.33 0.61 98.06 [8]
~5 Isolation Forest «pas Y 4.5 3 97.00 [14]
~0.05 KNN (ead b 0.33 0.78 99.22 [6]
~5 Convolutional Neural Network «pas Y 0 2.9 97.1 [10]
~1 SVM (pal b 6.21 1.59 98.41 [15]
0.5 Improved Logistic Regression «gas Y 0.38 0.42 99.58 [12]
) MP: Sdio i pld ShaplssBac et 0 3.85 98.9 2]

.Jei ¢151 & Multilayer Perceptron

Sdeicly Silee)ylgs Bue Cadsmiw (el
~1.11 ) ’ j e o o 2.7 0.7 99.2 [13]
ol pud sl cad> LY Neural Network

) ¥ pai '4 6 90J- (1]

Suaiely Sleadylgs Bue Cwodsiul (el

~1 o 0.07 0.05 99.94 Ly
Logistic Regression
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