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Abstract: Investigations and digital evidence have become an important and critical discipline that has made many
researchers devote vigorous efforts to developing digital surveillance and investigation mechanisms, especially after the
great expansion of the technical infrastructure on cloud computing platforms, which added more challenges to digital
investigation. So far, no robust model has been found for preserving and exchanging digital evidence between clouds and
users without this model causing a breach of user privacy or affecting performance. Most of the current studies on digital
evidence exchange mechanisms rely at one stage of the exchange or evidence formation process on the CSP, which allows
the cloud provider (or a malicious employee within the cloud provider) to manipulate the evidence or data. This research
will present a proposal for a mechanism for sharing and preserving digital evidence between the cloud parties, taking into
account the performance in the major cloud computing models (laaS, PaaS, SaaS), and how this model can achieve evidence
integrity and a less level of interference in the privacy of the user as well as the cloud service provider considering that may
be more than one party accused as forgery. To achieve this, we have selected some digital evidence that digital investigators
can rely on as digital forensic evidence in cases related to information crimes as a sample that can be exchanged and verified
that none of them has tampered with this evidence, especially since cloud environments may go beyond having a single
cloud that performs the service and thus there are several clouds involved in forming evidence, then we tested this
mechanism by applying the SHA-2 Hashing process to digital evidence, then encrypting the output with the Elliptic Curve
Cryptography algorithm and measuring the time needed to exchange and verify the evidence. We will compare the
proposed model with models in previous studies to illustrate how the proposed model overcame the problem of relying on
one party to form the evidence with the least impact for all parties on the level of performance or privacy, and how

distributed SHA-2 hashing values proved its effectiveness in the inability of any party to deny the evidence or tamer it.

Keywords: cloud computing, virtualization technology, digital investigation, cloud forensics, digital evidence.

lead] Awgadl Sl 3 Lele Bolanly dead )l as¥1 Jolad 20 7 131

M' C)}Ai.a dosza (9
wobee eyl b jale
3948 3376 Crucma
g | ensll el || Rbeglall Turin 26

DOI: https://doi.org/10.26389/AJSRP.C080321  (92) Available at: https://www.ajsrp.com


https://doi.org/10.26389/AJSRP.C080321
https://www.ajsrp.com/

£2021 ysaipns = AN 230 o ualdd) alanall - il glrall L g1 5385 g Apeutigh) o glad) Alna = o) pdi g o glall Ay jal) Anall

rsbdl B> 35> Ogykan il e sl Jax o e patass Hiedll Aslill ¥l cladaill cae ipaliiadl
Gl Aplradl gl Slate (e 2aatll @l il gl oS akigtll amy Logias (8,1 Guazmlly 481U ol
bl o Lol duedydl Ao¥) Liant cnie Joe z3ged sbmy) oy o M1 s o83l Guamal) e ST oy C3lal
Sl Aalasl) 4! clehull @ans oy o181 e 0l of pusrad) 2ungimsd (8,5 235l 1da oy of 092 oredsezadls
mele gl ¥ CSP Al Aol 3950 e Jdudl JuSad of Jolidll Bules >la (o Aspe § datiad Aead )l AsY) ol
Laasy Jobad 4l zilae Gxdl Lo pudw bl of Judodly ceedal) (plead! 59501 fass s cabosl o) lead! 3950l
i Ser 4S5 «(laaS, PaaS, SaaS) sl Apleall sl z3les & olo¥ Lele Lpleadl BLLYI o 3ed, ) 2sY)
ab Gl LY o lael glead! Lokl 29509 sasiadl uogms § J5T U505 Satuny Jdall Lolss iy of z3gedl)
O oSl oo @l BByl AsY) any sl LB clld Guamtly 354 daly B 06Se OF gaams 1B oAl Aede 05G
Lo (0 @igtlly Lol Sy 2aS Aslaglall @ilyally dalasll Llaall § 2ued)y Ailie UslS Gguedyll Ogaamll Lodstug
Lozl 2355 Busly lea s 0555 o guan 18 Lpleadl Sludl o logas JJul e @ pe Byl @l oD pucsy
@ 28,0 @Y e SHA-2 audazall Blee Baddazy 2091 sda 5Las b bed @ cJdadl (06S5 § Iidd cllew sue b Wby
Lo oo oSty Ao Jolad o1 (a3dl ulid Elliptic Curve Cryptography duzelday) ciluceill dued)lssy @lll 4add
JSaS § axly )b e slere¥) A 7Ll 350l Solei S munsn) Aasle il § 23k ae piall z3geidl Olaiwg
poe @ Ladlad SHA2 adazall s a3e5 dayle il auSy cApmgunsel ol elo¥l Gotun e BLLYI apazd 13l J3T a0 Sl

A Jyaddl of I ISS) e )b (T 8508

Agedy )l Y L lead! £, adl el (301 Baamal) (s A1 Clanl) pbead) gl s iall oLl

1. Introduction

Information technology has recently seen great dependencies on the architecture of cloud
computing to provide its requirements at the level of individuals and organizations, which have increased
the challenge for cloud service providers in providing the changing and rapid requirements of customers
in several respects, the most important of which are information security and privacy protection.
according to a study (E. Johns, 2020) which indicated that 46% of businesses (small and medium-sized
companies) have been subjected to many types of cyber-attacks. The biggest fear among the technologists
in the organizations was the protection and security of information. While the data are located on remote
servers the investigators are encountering difficulties to guarantee data privacy and security, which in turn
led to the development of a new trend in the field of information security and digital evidence, namely
cloud forensics. Cloud forensics investigation is a recent science, and NIST defined this science as the
intersection of cloud computing science with digital forensic science (K. Ruan, 2012).

In the model that we proposed, we assumed the most difficult cases, which include eliminating
the total dependence on the cloud provider in digital investigation processes without neglecting the legal
and regulatory aspect of the work taking into account cost and privacy, which led to a model that confirms

the validity of the evidence with the least possible consumption of resources.
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1.1 Research Objectives

The main objective of this research is to reach a digital evidence exchange mechanism between
the involved parties in the cloud, which guarantees access to an integrated investigation at the lowest
possible costs and with the least violation of user privacy, service provider privacy, and the related local
law on information crime. The proposed model will provide a method for sharing and ensuring evidence,

taking into consideration important previous studies in the field of digital evidence on the cloud.

1.2 Research Problem

Having a powerful framework or mechanism in a high dynamic environment such as cloud
computing environments while maintaining high performance and high privacy is an urgent need for
investigators, users and CSPs. Also, having digital evidence is considered a challenge in cloud computing
fields especially after the very high expansion of cloud infrastructure as a response of the high demand on
cloud services, this high demand enforces in a way or in another CSPs to have a cooperation with other
CSPs in order to meet cloud user requirements, this cooperation made another challenge with cloud
forensics that cloud investigator must deal with it.

Because multiplicity of parties that are related to cloud service without having a powerful
mechanism to preserve the digital evidence without high impact on performance and privacy among
clouds and users that digital investigator can depend on to track evidence. | embarked on this research to
find a mechanism to exchange digital artifacts as an evidence with the participation of all the involved
parties in the formation of the evidence making use of SHA-2 hashing algorithm and ECC encryption
algorithm to protect the integrity, privacy and confidentiality. Based on the above the main research
question are:

1. How digital evidence can be exchanged and preserved in cloud computing environments?
2. Whatis the impact of exchanging the evidence on performance and privacy?

To answer these questions, we have to answer another important question which is:

1. What are the artifacts that cloud providers can exchange to form evidences? And what is the

impact of collecting these artifacts?

1.3 Research materials and method

While researches on cloud forensics field are rare, we depend on these researches and other
previous studies in digital forensics field to form the proposed mechanism. In this paper we divided the
efforts to two sections, the first one is about selecting the digital evidence from some previous studies that
tackle this issue and implementing some monitoring and digital forensics tools like Splunk, FTK Imager to
acquire artifacts that could be implemented in our mechanism as an evidence for testing purposes, this is
done by dividing this stage to three scenarios, where every scenario tackle different types of artifacts. Then
a deep look has been made on previous studies like Progger, Flogger, OCF and others to build more
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comprehensive mechanism that cover the main weakness point in these mechanisms which is depending
on CSP to form the evidence, then we implemented this proposal using C# on Windows environment to
test the efficacy of the solution, then we compared the, then we compared the results of the mechanism

with the most powerful forensics mechanisms.

1.4 Research structure:
This research will pass through out different sections to reach the proposed mechanism which
are:
1st: background: define the key terms of this study.
2", previous studies: summarize the most common studies in the field of cloud forensics. It will
demonstrate 4 studies which provide different ways to preserve evidence.
3, demonstrate the proposed mechanism from a theoretical aspect, and it covers:
® The assumptions and attacking possibilities that the study relies on.
® Choosing artifacts to monitor and exchange
® How the proposed mechanism overcome the full dependency on a single side evidence
provisioning?
® Mechanism scheme.
4th: practical implementation, and it covers:
® Three scenarios so we can deal with digital artifacts as digital evidence.
® The consumed time of mechanism implementation.

® comparison between cloud forensics mechanisms

th . .
5 results, conclusions and recommendations

2. Previous Studies

Many previous studies have presented several models that contributed to the development of
mechanisms for preserving digital evidence on the cloud, but most of them have focused on developing a
forensic model which provides the evidence by one side, which is the cloud service provider.

Zhang presented a forensic tool "Flogger" (O, Zhang, 201 2) that can collect evidence over multi-
layers at the same time on cloud environment (application, layer, virtual machine layer, physical machine
layer and cloud provider), this tool also depends totally on the CSP to provide the evidence.

Zawoad and Hasan (S. Zawoad, 2013) have presented a powerful mechanism that assumes any
involved part as a dishonest part and can provide a manipulated evidence to the court, but at some point
the model depends on the CSP to provide the proof of evidence which may be tampered by the CSP itself.

K. Ryan et al have presented "Progger” (K. Ryan, 2014) which is a monitoring tool that tracks

every single operation (open, close, read and write), this tool can be placed at the VM as well as PM taking

Proposed Digital Evidence Sharing and

Preserving Mechanism in Cloud Computing ©3) Al-Sbaiti, Abbas, Abboud



£2021 ysaipns = AN 230 o ualdd) alanall - il glrall L g1 5385 g Apeutigh) o glad) Alna = o) pdi g o glall Ay jal) Anall

into consideration that the security that the PM (host) can provide and the availability of the evidence are
better than the single VM, which means that the tool can provide the evidence from two sides. On the
other hand, the impact on performance is big, this is because every operation must be signed with a
signature before executing it which means system latency in carrying out system calls and operations.
Zawoad and Hasan also presented another cloud model under title (Open Cloud Forensics Model
for reliable Digital Forensics), the study also assumed that the CSP is honest and can be trusted (S.

Zawoad, 2015), which means dependency on the CSP in providing the evidence.

3. Background

3.1 Virtualization Technology is the simulation of the software and/or hardware upon which
other software runs (K. Scarfone, 2011). This simulated environment is called a virtual machine (VM).

3.2 Cloud Computing defined as a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal management efforts
(P.Mell, 2011).

Cloud Computing Service Models Cloud computing services can be presented in many types.
The three main models are Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), and Software-
as-a-Service (SaaS).

3.3 Digital Evidence and Digital Forensics The application of science to the identification,
collection, examination, and analysis of data while preserving the integrity of the information and
maintaining a strict chain of custody for the data (NIST, K. Kent, 2006), (M. Hewling, 2013).

3.4 Cloud Forensics Cloud forensics is a cross-discipline of cloud computing and digital forensics.
So, cloud forensics is the application of scientific and technological concepts and the derivation of
appropriate methods to reconstruct the event occurring in the cloud environment through the

implementation of digital investigation processes (M. Herman, 2014).

4. The Proposed Mechanism

We will demonstrate the assumptions that we depended on to develop our mechanism then we
demonstrated the general scheme to reach the practical implementation in order to test the validity and
the time consumed to preserve and share evidence.

4.1 Artacking Possibilities: the attacks vary according to the provided cloud service model as
well as the institution's business model on the cloud. For instance, the evidence that must be monitored in
a Saas$ service model for a cloud application such as Google Documents will differ according to the nature

of the evidence that must be monitored for a SaaS cloud application such as Evernote and will differ
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significantly from Microsoft Azure's virtual machine rental service. Consequently, the tools and methods
used to capture this evidence will be different.

we assumed the following cases:
® An attacker accessed a file stored on an Azure cloud and modified it.
® Anattacker modified the configuration file of a server hosting PaaS$ software.

® An attacker can access the registry files and make some modifications to them.

Note that all parties are not trusted, and any party can be suspected. Thus, any party can present
to the court forged evidence that cannot be relied upon in any case.

4.2 General Perspective: The proposed model is based on selecting the most important evidence
that can lead investigators to an integrated cloud investigation, then implementing an exchange
mechanism for this evidence and confirming its validity. Therefore, there will be amendments in the
service agreement between the customer and the cloud provider to give the provider access to some
operations for monitoring purposes (such as access to History records) as well as the user's ability to
access some of their evidence on the cloud. The evidence is selected to ensure good performance and high
privacy (for example: in the case of network monitoring, the packet header will be monitored and not the
entire data) at the same time, this process may take up a lot of space, so IPsrc, IPdes, Portsrc, Portdest,
Time, can be satisfied.

4.2 Selecting the artifacts: There is a wide variety of types of evidence that can be collected,
from the smallest unit such as a log containing the port address to imaging a full copy of a hard disk, so we
have filtered the most important evidence that can be collected according to the cloud model. In
Appendix-A, we reviewed cloud evidence that could help investigators to pull out a copy of the virtual
device (the important movements) that was running or was used to commit the crime.

4.3 Publishing the proof of evidence: According to the assumption that all parties are suspects,
the best way to prove the validity of the evidence is through the parties' participation in forming evidence
or proof of evidence, for example, If a cloud service provider wants to form evidence that one of its
customers has reached another cloud service provider in a federation (or another CSP), then they will form
the evidence with the customer and to ensure that the file has not tampered the evidence, the SHA-2
hashing method will be applied to the evidence on the customer, the first provider, and the second
provider. Next, in case of a hash match, the evidence will be considered valid, and the evidence will be
stored and inserted in a separate database, then the external storage database will generate the hash value
for the newly inserted record.

4.4 Accessing the evidence: for each device, there is a log file in which all the processes that
must be monitored are recorded to ensure any subsequent investigation. A copy of this evidence can be at
the customer’s device and it can remain with the service provider, but in both cases upon completion of

the work (or during a period of a specified time) the evidence must be sent with the hash value to the
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customer, the customer calculates the hash value of the received data from the provider, then both the
cloud provider and the customer send the hash value to a third party, “Amazon S3” as an example, which
provides us with a hash-value for the newly inserted record. Amazon sends the resulting hash-value with
some attributes of each record table-1 to the customer and the CSP to match the resulting hash value.

note: to enhance security we can use elliptic curve cryptography algorithm (ECC) because it
achieved better results compared to RSA as what it is mentioned in (M. Pourvahab, 2019) and (R. Sinha,
2013).

A copy is sent to a third party, the third-party stores the hash values in records in the database as
follows:

Table (1) inserted record into a third-party database.

R.id CSP.1 HValue T.CSP.1 Port USR.ID HValue T.USR.7 Port MD5

1 IP/address = #Sv23efd 10:2:2 44 IP/ID #Sv23efd 10:2:3 70  #554ge
The final step is that the CSP and the customer send each other the calculated hash value of the
data received from the third-party (figure-1). Thus, the validity check process of the evidence has finished
(table-2).
Table (2) forming evidence operations.
by the cloud service provider, the evidence is encrypted using the shared key between the client

and the CSP using elliptic curve cryptography.

A The hash value is calculated using SHA-256.
A copy of the output is sent to the storage server.
by the user, the evidence is encrypted using the shared key between the client and the CSP using
elliptic curve cryptography.
° The hash value is calculated using SHA-256.
A copy of the output is sent to the storage server.
The data received by the cloud service provider and the customer is inserted according to Table1.
C Calculate the hash value and send the results to both the provider and the customer with the
data.
D The user sends a copy of the hash to the service provider for the matching process.
E The cloud service provider sends a copy of the hash to the user for the matching process.
In the case of a match, the user sends to the service provider that the data is correct and the
F evidence is valid, and the process can take place according to the application.
Proposed Digital Evidence Sharing and (98) Al-Sbaiti, Abbas, Abboud
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Figure (1) the proposed model steps

We can notice that the same process can be performed to the log itself, not this is because the
evidence can be formed with the least possible consumption of resources in cooperation with the cloud
user, such as the evidence mentioned in Appendix A.

It must be noted, the same process can be done for the evidence itself and not just for the value of
the evidence's exfoliation, because the directory can be shaped with the lowest possible resource
consumption in collaboration with the cloud user, such as the evidence in Appendix-A. also The same
process can be done for the evidence itself and not just for the value of the evidence's exfoliation, because
the directory can be shaped with the lowest possible resource consumption in collaboration with the
cloud user, such as the evidence in Appendix a, the other thing is that the directory is configured with the

cloud service provider

5. Practical Implementation
5.1 testing tools: we choose the monitoring tools that can give us the outputs as raw data as an
input to another tests(table-3)

Table (3) practical tools

Purpose Tools

Measure performance and consumption Zabbix 4.4.6 — Zabbix Appliance
Memory and Processes Monitoring Splunk
Hosting Environment VMware Workstation 15.5
Database Management System SQLserver2014
Encrypting and Decrypting Data C# Application
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Purpose Tools

Imaging RAM Memory Dump
Imaging Hard Disk FTKImager

5.2 Scenarios Practical implementation: Because the variety of digital evidence, we tested
many possible evidences and measured the consumed resources in order to compare the proposed
mechanism with other mechanisms, taking into consideration that the evidence is may be different
between the mechanisms. So, we divided the practical implementation to three scenarios as we can see
from table-4.

Table (4) the goals from the suggested scenarios

Scenario Goal

This scenario aimed to measure the consumed resources of having the hash value as a
digital evidence for some files and the consumed resources for sending this evidence to
cloud service providers. Also, the scenario aimed to keep the high privacy of having the
evidence without having the original file, which means better privacy protection
Scenario 1
among several cloud service providers.
this scenario can be used between several cloud providers as a method to fight the
illegal content on the internet, this can be achieved by sharing the hash values between
CSPs.
This scenario aimed to reduce the consumed resources in monitoring RAM such as the
traditional RAM memory dump tools. This is done by replacing memory dump
operation with monitoring the critical ram operation the user may ask for.
Scenario 2 In case of laaS: This scenario can be used to monitor the mapping between VM on the
same virtualization host to track VM acquisitioned blocks
In case of Saa$ or PaaS: This scenario can be used to monitor a specific process instead
of imaging the entire RAM memory
This scenario aimed to reduce the required hard disk to save evidence by choosing the
Scenario 3 minimum required evidence from files properties. Also, the scenario clarify how can
user and CSP implement the proposed mechanisms to save evidence.
scenario (1) Hashing several files and inserting them into a third-party database then performing
the matching process. we performed SHA-256 hash on 23 different files (pictures, videos, books) and
stored them in a local database, and then sent them to third-party storage. figures 2-3-4-5 demonstrate
that the resources consumed by both user and CSP (this hash value can be used as a digital evidence

instead of the original file).
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Figure (2) CPU Usage for scenario-3
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Figure (5) Network traffic

we can see that the hashing operation did not take a long time, this is because the hash operations
performed on the required data for this service but not everything.

We can notice from figures 2-3-4-5 that the consumed resources are very low compared to other
methods. According to (Dykstra, 2012) study, the process of making a copy for the entire hard disk or the
entire contents of the random memory will consume a lot of time also, it leads to taking over more space
on the hard drive as well as the amount of processing.

Table (5) resource consuming comparison between traditional method and the proposed

mechanism

Resource Traditional methods Proposed mechanism

More than 50% during
CPU Additional 1.8% consumption
imaging operations

no additional load Additional 7% to run the database and hashing
Memory Utilization
mentioned program
Hard Disk allocated 82186 KB
2.51 KB
Space (the entire data)

0.019609 M.bit

Bandwidth / network
682.08 Mbit peak of sending 7.52 Kbit/sec

traffic
peak of receiving 6.19 Kbit/sec
As we can see from table-5, the consumed resources are too low in general, this is because the

minimizing of the artifacts to reach a full investigation without having the original files. Next step is to

measure the consumed time (table-6) of store these hash values in a third-party database to act as a
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central database that receive and send the hash values of the illegal content (23-files) to the known CSPs
(synchronization between CSPs).
Table (6) Consumed time to synchronize hash values
Operation Time Consumed
Consumed time to sync CSPs with third party 63.47 ms
Consumed time to sync third-party with other CSPs 35.98 ms
scenario 2: monitoring critical processes to avoid saving the entire memory. Using Splunk figure-
6, Windows Explorer processes were monitored for 33 minutes, so that the output was 25080 KB, in
which the tool recorded 52384 records. In contrast, if we want to export a copy of a Memory-Dump on
the same device, the result will be 24-GB (depending on the size of the device's memory), (Dykstra, 2012).
The output of such monitoring operation will help investigators to reach the evidence of service
(PaaS or SaaS) over the cloud provider by tracking the RAM for a specific operation without ever having
the entire image of RAM memory. This is because tools such as Splunk can give the investigator the
required evidence from memory for a critical process, which means reduction with resources and high
flexibility, also this way can avoid investigators privacy violation for the service provider because the
outputted log file for this method is just related to the involved process and not any other process that

works on the CSP system.

i Time Event

> 1/30/21 01/30/2021 09:17:59 PM
9:17:59.000 PM  LogName=Application
SourceName=Microsoft-Windows-Perflib
EventCode=1023
EventType=2
Show all 15 lines
host = DESKTOP-VN4LEES source = WinEventLog:Application sourcetype = WinEventLog:Application
> 1/30/21 01/30/2021 09:17:59 PM
9:17:59.000 PM  LogName=Application
SourceName=Microsoft-Windows-Perflib
EventCode=1023
EventType=2
Show all 15 lines
host = DESKTOP-VNA4LEES @ source = WinEventLog:Application sourcetype = WinEventLog:Application
> 1/30/21 01/30/2021 09:17:59 PM
9:17:59.000 PM  LogName=Application
SourceName=Microsoft-Windows-Perflib
EventCode=1008
EventType=3
Show all 15 lines
host = DESKTOP-VNA4LEES @ source = WinEventLog:Application sourcetype = WinEventLog:Application

Figure (6) Splunk memory results for Windows Explorer
scenario 3: Using the PowerShell tool, we can extract the properties of a file located on the cloud

figure-7.
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PS C:\Users\Waseem> Get-ItemProperty test-log-file-on-cloud | Format-list

Figure(7) PowerShell command to extract file properties on the cloud
It is possible to extract the properties of a file located on the cloud, where investigators can use
these properties in order to reach the required evidence without having the original file. This what saves
user privacy from unwanted violations during investigations. These properties can be last modified, the
file is read-only, the number of bytes in the file, owner of the file, filename, file path, etc. In most cases, the
volume of the resulting file will not exceed 2 KB. On the other hand, the entire file must be copied, or even

an image can be taken from the hard disk to acquire the evidence figure-8.

: test-log-file-on-cloud Name : test-log-file-on-cloud
R ] Length : 11699
DirectoryName R 4 Y DirectoryName slisX
Directory AN Directory A7 4
IsReadOnly : False IsReadOnly : False
Exists : True Exists : True
FullName : Z:\test-log-file-on-cloudjl FullName : Z:\test-log-file-on-clouc
Extension : Extension

CreationTime : 7/27/2020 7:39:52 PM CreationTime 1 7/27/2020 7:39:52 PM
CreationTimeUtc : 7/27/2020 4:39:52 PM CreationTimeUtc 1 7/27/2020 4:39:52 PM
LastAccessTime : 7/27/2020 7:39:52 PM LastAccessTime : 7/27/2020 7:39:52 PM
LastAccessTimeUtc - 7/27/2020 A-20-57 PM LastAccessTimeUtc - _7/27/2020 A4-39-52 PM
LastWriteTime : 7/27/2020 8:17:01 PM LastWriteTime : 7/27/2020 7:36:44 PM
LastWriteTimeUtc : 7/27/2020 5:17:01 PM LastWriteTimeUtc : 7/27/2020 4:36:44 PM
Attributes : Archive Attributes : Archive

Figure (8) the output of PowerShell command

To have the best practice of this scenario, we hosted a text file on a 5-tera storage from an
external organization that depends on Microsoft Azure Cloud services, then we hosted Function-as-a-
Service on the cloud to calculate the hash value for the properties of the file at the same user logging in
time and user signing out time, then the function sends the hash value to the user, the user is already
calculated the hash value of the same properties when logging in and when signing out. In case of
mismatching, user application will inform the user that there are some changes within the file, which
means file manipulating or unauthorized access has been detected. In this scenario we asked an employee
with superuser permissions at the external organization to access the file and edit it after user singing out.
When the original user logs in again, the user's hash function will calculate the hash value, at this point the
user will find out the hash value mismatching.

Where the CSP can deny or evade this mismatching, our proposed mechanism can avoid this
evading from both user or provider, this can be done by involving a third party that keeps hash value

signed with other hashing keys in order to save the evidence integrity.
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6. Results
By making use of the outputted data from previous scenarios, we have tested the proposed model
in order to reach a clear view to the ability and how successful is this model. So, using C# we have built an

application to calculate hash values then encrypts the output using ECC algorithm

1+1+8=10 ms n [ 2ms |
1+14+8=10 ms H B+2
C+2 30+1+1=32 ms

Figure (9) the consumed time (for every single operation) to exchange the evidence
The most significant change that can be touched in this mechanism is the lightness forming and

exchanging the evidence using SHA-2 and ECC, table (7)

Lictler Operation Time consumed
Hashing the evidence + Encrypt the result + 10 ms + 2 ms (sending the data over 100-mb
A B save the result bandwidth)
Decrypting the result + hashing the inputs + 32 ms + 2 ms (sending the data over 100-mb
¢ save the result bandwidth)

2 ms (sending the data over 100-mb

D,EF Matching evidence
bandwidth)

As we can see from the theoretical view of the proposed mechanism, the usage of distributed
SHA-2 hash values with ECC encryption algorithm that involves every stakeholder in the process to form
the evidence and the proof of the evidence have reached a robust mechanism that can save the evidence
and share it with customers or other CSPs with minimum resource consumption and least privacy

violation (table-8)
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Property

Table (8) comparison between cloud forensics mechanisms

OCF

SeclLaaS

Flogger

Progger

Our model

Provenance

Privacy

Resource

Consuming

Performance

Evidence

integrity

Evidence

Availability

Cloud Layers

Timing

Provided by CSP

Low

Low (depends on
synchronization

intervals)

Maintain high

performance

Achieved

Available by
Read-only APIs

laaS, PaaS, SaaS

NTP

7. Results Discussions:

Provided by CSP

High —
encryption is

implemented

Low
Maintain high
performance by
depending on

separated

software

Achieved

Available by
Read-only APIs

laaS, PaaS, SaaS

NTP

Provided by
CSP

High —
encryption is

implemented

Low

Maintain high
performance
by depending
on separated

software

Not achieved

Available by
Read-only
APIs

laas, PaaS,
SaaS
Local
between PM

and VM

Provided by

client or CSP

Low when
depending on
csp

Low

High impact on
system

operations

Achieved by
signing every
operation
Available in
case of Progger
works on client
VM
PaaS (or System
Calls)

NTP

Provided by client and
CsP

High — encryption is
implemented and only

what the client accepts

to monitor

Low (just the accepted

evidence are involved)

Maintain high
performance by
depending on

separated software

Achieved

Available by Read-only
APIls

laaS, PaaS, SaaS

NTP

7.1 Consumed time: as we can see from figure-9 the consumed times in general are very little

compared to other mechanisms, this is because our mechanisms depend on the hash values that can keep

the evidence safe from any tampering, also we choose the least artifacts that can provide the required

evidence instead of having the entire physical machine or stopping the machine to have the evidence.

7.2 Considering the properties of our model

Provenance: as we can see that all the previous studies depend on a single side provenance

which is in most cases the CSP, while in our model the CSP is a part of the operation and the evidence
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cannot be admitted without user (or other CSPs) participation, also the user will have the proof of the
evidence as well as the CSP to guarantee that no one side can tamper the evidence.

Privacy: in most of previous studies the encryption is implemented in a way or another, but what
distinguishes our study is the that the monitor tool records just the required artifacts instead of every
artifact, also using the hash value as an evidence without having the original file will keep user privacy in a
safe zone.

Resource Consuming: as we can see from the above three scenarios, the resources that are
required to have the evidence is too small especially if we dealt with it as raw data, also it is clear from
figure-9 that implementing hashing and encryption did not take a long time on the implementation
environment.

Performance: the monitoring tools that depend on in this mechanism can rely on virtual machine
within the CSP infrastructure without causing performance drawbacks on other virtual machine and also
without the user incurring any additional cost except hashing

Evidence integrity: we achieved the evidence integrity by implementing the hash operation over
two stages, the first one to insure that the evidence is true and valid, and the second one is to prove that
the proof of the evidence is safe and cannot be tampered without user or CSP attention.

Evidence Availability: our study and the most of previous studies offered or suggest a read-only
APIs as method to reach the evidence ether for user, CSP or investigator.

Cloud Layers: most of the previous studies suggested tools that works on the main three cloud
models except Progger.

Timing: because timing is a critical field in crimes, we depend in our model on standard protocol

to synchronize and record times on NTP protocol as a well-known way and easy implemented protocol.

8. Conclusion

It is not possible to reach a complete mechanism that ensures a fully integrated digital
investigation, and there is no one framework can be applied to all types of digital businesses, but every
digital business model has an investigation framework that fits according to the cloud model, local law,
international and international agreements regarding information technology. The application of
traditional investigation models will consume a lot of resources, both for the customer and the cloud
service provider, thus a heavy burden in sharing and processing digital evidence. Also, most of the tools
are only available from the service provider without the customer intervention, meaning that the evidence
formation is only by the provider, which makes validating the evidence very difficult and unreliable on the
part of the cloud provider. Our study provided a mechanism that focuses on electing and gathering the

most important digital evidence which is necessary to perform an integrated digital investigation, then
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share these evidences in a robust method that save this evidence from tampering and also guarantee the

integrity and the availability of the evidence.

9. Recommendations

® The use of Hash-Value distributed over more than one cloud can be helpful to ensure the integrity
among the involved parts.

® electing just the required artifacts that may be involved with the crime scene formation, not every
artifact on the device.

® Because logging the right information at the right time is more critical than extracting them, we
recommend using ECC encryption mechanisms as a fast, strong and lightweight method to encrypt
evidence.

® Electing just the most critical evidence that investigator may use to track the crime instead of having
the entire crime environment will help in reducing the required resources to monitor, exchange or

investigate artifacts.
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Appendix-A
We formed this table using several previous studies that tackled digital evidences and digital

forensics tools then we added some critical evidence that we faced during our practical implementation.

The cloud model that can

Artifact / Evidence purpose
provide
item Data type SaaS PaaS STaaS laaS
User ID / Credentials / Canonical user id of the requester.
Requester / authorized Integer/String | User tracking among several servers X - - -
user or CSPs

To prevent Synchronization attacks,
Timestamp Time/date X X X X
replay artack

Digital Signature / Long integer /
In case of unauthorized access X - - -
Cryptography Keys hash
Operation tracking / Such as
Operation ID Integer / Char SOAP.operation, and X X X X
REST.HTTP_method
Like Create, Read, Edit or Remove
Operation Type char X X X X
GET_Object
Hash Value for the Data /
Hash value /
document / file (just like integrity check offline or online like
long-Integer / X X X X
the case of Syrian servers we present in section
string
and) evidence hash
Short / to track the service, in case of many
Port X X - X
integer services on the same application /
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The cloud model that can

Artifact / Evidence purpose

provide
software / platform
Session ID String Link every operation with sessions X X - X
It can help using deep learning
according to previous information
live time Time X X X X
that we can use in behavior study
and intrusion detection systems
Location in the document / Determine the location of document
String X X - -
file editing
To determine any external

External URLs String X X - X
connection with the document

Permissions Char X X X
Web Browser Char Digital Security Certificates X - -
Used OS Char X - -
Config Files XML/ Text In case of main config manipulation - X -
Log files / Access log files XML/ Text Tracking X X X

Integrity check in case of
Hash of Access Log files Hash X X X X
manipulation
Security Certificate Char Verify the X X - -
The request ID is a string generated
Request ID Integer by Amazon S3 to uniquely identify X X X X

each request

HTTP status code in response

HTTP status Integer X X - -
message
Error log files XML Tracking any unusual activity X X X -
Number of bytes sent in response
Bytes Sent Integer - - - X
message
Object Size Integer Total size of the object requested X - - -

Number of milliseconds the request
Total Time integer was in flight from the server's X X X X
perspective
Number of milliseconds that Amazon
Turn Around Time integer - - - X
S3 spent processingyour request
Check out when last update has been
Last Access Date X X X X
done

Is Read Only Boolean X X - -

Time taken by a request to complete
time_micros Integer X X X X
in microseconds

c_ip_type Integer The version of IP used i.e. either IPv4 - - - X
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The cloud model that can

Artifact / Evidence purpose

provide

or IPv6
Tracking the attacker among several
Virtual Switch integer - - - X
virtual switches in the same CSP.
Tracking the attacker among several
Hyper-Visor ID Integer - - - X
hyper visors in the same CSP.
To build Evidence map in order to
VM-Hypervisor ID Integer track evidence among several - - - X
hypervisors
This field lists the full path of the file
Cloud Path Strings within the Cloud - - X X
Drive.
This field lists the name, including

File Name Strings extension, of the file - - X X

stored on the Cloud Drive.

Packet Header XML Tracking application - - -
Mac Address / Device ID String Tracking device internally - - -
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