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Build Encrypted Interconnection Networks by application of IP Security

and Mac Address Filtering Authentication Methods
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Abstract: To improve the security in data networks we use of IP Security and MAC Address Filtering authentication
methods on network devices is very useful to be able to protect, verify and filter company data especially if data contain
sensitive information like credit cards while using public data network. IP Security authentication provides integrity
between connections, then Filtering MAC Address can help the router task to be able recognize users on the network, So
that expected the combination between IP Security and Mac Address Filtering will provide security for every transfer and
receive data from Headquarter to branch office, then the company doesn't have to worry about data package being robbed

or manipulated by the unauthorized parties.
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WBR-1310 // SETUP | ADVANCED I TOOLS STATUS

Bintiebbatiaiataenieiii = The MAC (Media Access Controller) Address filter option is used to control network access based
APPLICATION RULES on the MAC Address of the network adapter. A MAC address is 2 unique ID assigned by the

manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
e e e

WEBSITE FILTER

PORT FORWARDING

IO SRR Save Settings || Don't Save Settings |
FIREWALL SETTINGS

ADVANCED WIRELESS 20 - MAC FILTERING RULES

ADVANCED NETWORK Configure MAC Filtering below:

MAC Address DHCP Client List

00-00-00-00-00-00 | << Computer Name ¥ CLEAR
00-00-00-00-00-00 | << Computer Name ¥ CLEAR
00-00-00-00-00-00 | << Computer Name V¥ CLEAR
00-00-00-00-00-00 | << Computer Name ¥ CLEAR
00-00-00-00-00-00 [ << Computer Name V¥ _CLEAR
00-00-00-00-00-00 | << Computer Name ¥ _ CLEAR |
00-00-00-00-00-00 | << Computer Name ¥ CLEAR
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NO Hardware Component Type ‘ Quantity
Router Mikrotik RB951G-2HnD 2 pcs
1 Devices
Switch TP link LS1008G 2 pcs
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NO Hardware Component Type Quantity
Access Point D-Link DAP1360 2 pcs
Processor Xeon 2 pcs
2 Pc Server RAM 16 GB 2 pcs
Hard disk 1TB 2 pcs
Processor Intel Core i7, Windows 10 2 pcs
3 Pc Client RAM 8 GB 2 pcs
Hard disk 1TB 2 pcs
Processor Intel Core i7 Windows 10 2 pcs
4 Laptop Client RAM 8 GB 2 pcs
Hard disk 1TB 2 pcs
Crimping Port RJ-45 1 pcs
5 Tools
UTP Cable Cat6 100 Meter

IP ouslic (2 )5l

No Device Interface IP Address Gateway Location
WAN 155.155.155.2/30 155.155.155.1/30
1 Mikrotik
LAN 192.168.1.1/24
2 AccessPoint  LAN (Bridge Mode) 192.168.1.2/24 192.168.1.1/24
Headquarter
3 PC Server EthO 192.168.1.254/24 192.168.1.1/24
4 PC Client EthO 192.168.1.3/24 192.168.1.1/24
5 Laptop Client WLAN Card 192.168.1.4/24 192.168.1.1/24
Mikrotik WAN 156.156.156.2/30 156.156.156.1/30
6
Router LAN 192.168.0.1/24
7 AccessPoint  LAN (Bridge Mode) 192.168.0.2/24 192.168.0.1/24
Branch Office
8 PC Server EthO 192.168.0.254/24 192.168.0.1/24
9 PC Client EthO 192.168.0.10/24 192.168.0.1/24
10 | Laptop Client WLAN Card 192.168.0.11/24 192.168.0.1/24
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Public Switched Data
Network (PSDN)

Site B "i r

One Private
Line Access
Line per Site

In Public Switched Data Networks,
the customer needs a single leased line
from each site to one of the PSDN carrier's
points of presence (POPs)
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1. Mikrotik Headquarter Configuration Stage
a) Wan Interface Configuration is on the menu:

New terminal —> add command:

#ip address add address= 155.155.155.2/ 30 network= 155.155.155.0 interface= ether]-WAN

b) Lan Interface Configuration is on the menu:

New terminal —> add command:

#ip address add address= 192.168.1.1/ 24 network= 192.168.1.0 interface= ether5-LAN

c) Configuration L2TP Server. It's on the menu: PPP-> Interface Tab
—> L2TP Server. with Secret IP: COnn3ctS3rv3r

d) Create a Secret User. It's on the Menu: PPP-> Secret.
Select the Secret Tab-> Click Add [+] With Password: ServerL2TP

e) IP Security configuration. there on the menu: IP-> IPSec.
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Select IPSec Proposal Tab-> Click Add
2. Branch Office Mikrotik Configuration Stage
a) WAN Interface Configuration is on the menu:

New terminal-> add command:

#ip address add address= 156.156.156.2/ 30 network= 156.156.156.0 interface= ether]-WAN

b) LAN Interface Configuration is on the menu:

New terminal-> add command:

#ip address add address= 192.168.0.1/ 24 network= 192.168.0.0 interface= ether5-LAN

c) Headquarter

d) IP Security configuration must be adjusted to the IPSec Server configuration. The configuration is on
the menu:

IP->IPSec-> IPSec Proposal tab —> Click Add.

3. Configuration Static Routing for Router HQ. in the new terminal menu:

add command:

#ip route add gateway= 50.50.50.2 dst-address= 192.168.0.0/24 check-gateway= ping type=

unicast distance= 1 scope= 3( target — scope= 10

Then add routing for Branch Office. The same menu as the add

command:

#ip route add gateway= 50.50.50.1 dst — address — 192.168.1.0/24 check — gateway= ping type=

unicast distance= 1 scope= 3( target — scope= 10

4. Configuration MAC-Address filtering for Router HQ and Branch Office. is on the IP menu-> Firewall

LY Bob e S o ‘3).{:(\ Js) "Ll LiSies
forward out—-interface=

#ip firewall filter add chain= "I2tp—connectsrv' src-mac-address=

8C:EC:4B:9(:77:C5 action= accept.

podi @ owpn de SbLdl aals ] Jgsosll 4 zoawdl mac glgie Jsof imac glgie J Bl @

# ip firewall filter add chain = forward out-interface

= "12tp-connectsvr"” action =
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# ip firewall filter add chain = forward out-interface = "Connect To HQ" src-mac-
address = @8: 86: 19: 88: 88: 2D action = accept.

# ip firewall filter add chain = forward out-interftace = "Connect To HQ" action =

(&Ll o Lyl Slasl -4
ez otll Byl o SFLATY! oS 13] Lo &8yal damst sl S e HLas¥l slia| i o Las¥l a3
Aszsill 5L e TRACEROUTE 5 PING clgal alasruly oY af aliaze sl

[admin@Router-BranchOffice] > ping 192.168.1.1 count=10 *
SEQ HOST SIZE TTL TIME STATUS ’

0 192.168.1.1 56 €4 5ms

1 192.168.1.1 56 €4 4ms

2 192.1e8.1.1 56 &4 5ms

3 192.168.1.1 56 64 5ms

4 192.1€8.1.1 56 64 S5ms

S 1%2.168.1.1 56 €4 5ms

6 192.168.1.1 56 €4 Tms

7 192.168.1.1 56 €4 5ms

g 192.168.1.1 56 €4 5ms

9 192.168.1.1 56 €4 ©ms

sent=10 received=10 packet-loss=0% min-rtt=4ms avg-rtt=5ms max-rtt=7ms
[admin@Router-BranchOffice] > tool traceroute 192.168.1.1
# ADDRESS LOSS SENT LAST AVG BEST  WORST
1 192.168.1.1 20% 5 5.4ms D 5 6

Router-HQ | Router Office ¢,5 § Traceroute 9 PING (6) JSa!
5 ping Jols e 5,00 LY Jaslly Alaze oSl o c¥Lat¥l o zliital Ko 6 JSAI 3
g3 3> S (e onlwyll traceroute
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