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The impact of financial cybercrimes on total quality standards

according to Jordanian Islamic banks workers

Ala’a Hashem Tarbeh

University of Banking and Financial Sciences

Abstract: The study aimed to identify the impact of financial cybercrimes on total quality standards according to employees
of Islamic banks in Jordan. Adopting the descriptive analysis method, and design a questionnaire was applied to a random
sample of (293) employee, and the following results were reached:

1- According to Islamic banks employees, there is a negative impact of financial cybercrimes above mentioned.

2-There is a negative impact of infrastructure's targeting crime with software on the total quality standards.

3-There is a negative impact of the of payment's fraud crime represented by source misuse, and others misuse.

4- The Percentage of the impact of all cybercrime on the total quality standards in the banking sector to those working in
Islamic banks in Jordan is medium.

And the study also concluded with several recommendations including work in to set up a banking system aimed at

achieving information security in the banking sector to protect it from the risks of these crimes.

Keywords: financial cybercrimes, total quality standards, Jordanian Islamic banks.
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a. Predictors: (Constant), 4zl .4dd! Bzl
b. Predictors: (Constant), gdull ¥l Agzd! il clagu! oul
c. Dependent Variable: 2lsLaJ! 5352/ sulas

ey il Jalasy (z3geilly et Aoal J) add I LLEM Gyadly i i O mak
oo (%6 6) 5yud Lo yuds adll c¥lasl @iz Amdl Gl Glagul @il oy Jeledll z3ges Ligine
il Lpegd Zialy 1By Lo Lagd bl o529 pde Bloddl cillasogia ceoddy Alalidl 5og)l sulan § calud

(JW Jgumdl Lssngy @y golo¥ cpliall Juls il J) 28U

BaLad) Sagaell ulan e g ASIY 2L lyl! ! cbad! Jalns (9) Jguasell

ANOVA*

Model Sum of Squares df Mean Square F Sig.  Mean  Std. Deviation
Regression 1998.013 1 1998.013 11644  .001°
1 Residual 49932.567 291 171.590 .000 12.832
Total 51930.580 292 .000 1.000
Regression 3435.033 2 1717.517 10.271 .000°
2 Residual 48495.547 290 167.226
Total 51930.580 292
Regression 1998.013 1 1998.013 11.644 .001b
3 Residual 49932.567 291 171.590
Total 51930.580 292

a. Dependent Variable: aloLidl 8592l ulaa
b. Predictors: (Constant), dgizeil) 4dd! 8@l
c. Predictors: (Constant), a8l =¥l | dcietll 4l bl ugul

ALl Bagad) e e 4 Sty Adlall adl o) il

A5 ) ) &3l 3 Calalal) B dga g e as) e
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U @l Hlazsl @uat Gbas] JIs 60 529 ] 05 .0 (e yiuol Jlaasdlg F @id (o ziaaisg
onloladl s Ay oo Aolidl B35l ulan e addl ¥ lasl @iz Aurzedll Al ilyamy Alies 2 g ASTY
(gmadll saarll slazs¥l bt 7 3gaty Bstsll S Uiy Apadlad! aidl § L
AeLadl 839! slae e a g ASIYI AU @il pdl @udd Hlui¥l Jiks 7 398 7L (10) Jguz!

Coefficients *

Unstandardized Standardized Collinearity
Model Coefficients Coefficients T Sig. Statistics
B Std. Error Beta Tolerance VIF
(Constant) 169.982 2.124 80.038 .000
! Acied| Add! gl -.231- .068 -.196- -3.412- .001 1.000 1.000
(Constant) 188.538 6.668 28.274 .000
2 Aged) Add) Glagw! -.223- .067 -.190- -3.338- .001 .998 1.002
tﬁ.\.ﬂ oL | -.222- .076 -.166- -2.931- .004 .998 1.002

a. Dependent Variable: alsL&J! 5321 ylae
Al e o éi Lgias L 050 oo el JlasYlg t- testy dsLl il Ly @ud ol ek
L) Colgaly Aiate A9 AW @il Jaradl azell colth o oly (bl sl (e alazudl olpanll
A el o @ Al St Lyaall Lsyall (ads iy Jobas! sy Lgine adull Sl ly 2zl
&l Ayl caylall 3 odelall o Az (e Aleladl 3ol sulan e 29 AT AU @ilyzell i (glu
@bl il sdll (Say diey Aeladl Bagdl ulae cumasil LS 469 A0 W @l coly LS
5aszll ulae 1 LS Hlumi¥l Wslas 2eluoy 2lalid) 53zl plae (e slams¥l z3gas 3 Bodell 29 ASIY
[ (ol ¥l x-.222) +(Aaeal) 2l Calagal X -.223) + 188.538] = dleLadl
Lalazll 2o A1 AW @l GlSE) ol ae adses alolad) sagll ulae of man el
b Of LS canlatll Py Agasll caslgdl Clagals 2iusdl zallly Aieie duzall &) Cdlagaly
Beluoy el 8Mall > lio pluiiaed Belasly Aot JLis¥l @il GlSGl 5aL5 ae (adsis dlaladl 3352
8,y Aimyall IS (e padl plusiad Beluly <yl olasial Belu] il juall alasil
& aladl plall Bagx (e Bl 2l Colugal @l gl wl azg ¥ ¥l Acyall Aun,all @
L odaladl Jlas &g (po Al gl
@ Tl ASY 2 2t 3! ilad) (e (gl doamtd gyl sasll ¥l Juloes syl S5 o
il @l ) Juosall
Aolad! Bagell plaa st e 49 AN &I @yt Hlud¥) Jelmidl 73905 &aedha (11) Jouiel!

Model Summary o

Std. Error Change Statistics
R Adjusted Durbin-
Model R of the R Square F Sig. F
Square R Square df1 df2 Watson
Estimate Change | Change Change
1 .200" .040 .037 13.089 .040 12.138 1 291 .001 244
a. Predictors: (Constant), i leapd
b. Dependent Variable: dloLid| 35928l las
Alalil) Bagad) yulea Ao dud g asY) Aulal) adl pall i

A0 L) gl A Cplalad) B3 Aga g (e
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Slezmapll (2 oLl sulall Bagam Tl et gl Calagul @l g 1ot AST o1 Joudl (0 sty
ols Lolas! A5 Laser iy damtll Jalas by cJsall sl os ais I LLaYI b ol (sl
elae & bl o (%7 (3) 5yub Lo s Bl Slemondl M5 o0 Al Gl Coligal danye LSS
ALeLad! Bagzl!
I BLAYL aall Lreyd cal a8y e Led L)) a9 pue @ledl cllausio ouf ooyl LS
I Jodzed! Lzeings @y oo bl Jules il
ALl Bagl yulas e aincedl Slomand! Aoy ol bed! Jelzs 21 cnes (12) Jouze!

ANOVA*

Sum of Mean Std.
Model df F Sig. Mean
Squares Square Deviation
Regression 2079.405 1 2079.405 12.138 163.22 2.669
1 Residual 49851.175 291 171.310 .000 13.066
Total 51930.580 292

a. Dependent Variable: 4aLaJ 53521 plas
b. Predictors: (Constant), s olizay
49 ASIY) AW @ity slasl et Gilas) Ul a6 5529 05 0 e iol Jlaas¥ls Fud cns
odl 3 oleladl Jlas &z e Aeladl Bagzdl julae e Al ilmandl Bl &dd) desyzey Alias
NENCENPEI (R RES > I WES FRTOEINE NN | IRK GUREI IR TIE T T
AoLid! Bagal yulae e Atidl Silemopd| dasyr @udd Hlazi¥l Sl 73505 ks (13) Jouzd!

Unstandardized Standardized Collinearity
Model Coefficients Coefficients T Sig. Statistics
B Std. Error Beta Tolerance VIF
Constant) 170.118 2.122 80.167 .000
1 Slezmay
-.650- 187 -.200- -3.484- .001 1.000 1.000
ME S " -

a. Dependent Variable: aloLal| 53g2!! yulas

By Lilasl Wiy igine 05.0 (e el Jlaxs¥ly t-testy sl wudlly Ly @ud o douandl ylay

oadys iy Lolas! Wlsy gine sl Slmand! 2t Gl Calagal daye Jazadl fazell coldl

e Slemondly Tl Gl Calugal Loyl ol ole 8l Al o @ Abadl Jidsy Lyaiall Al

lae coaasil LS aisdl bl aaanll 40d) Glugal @l csly W gl aeladl 59zl sulas

Ualad) B39l plae e slazmi¥l z3gas § Bosell dug ASIY) @iyl il sudall (Say diey Aslad! 352!

g [ (Rmsd! lizmandl x - .650) + 170.118] = aholadl 59zl ulae s WS Hlai¥l Uslae 22luny

L) gl Aalaall A g ASIY) 2 W @ladl QlSS) 8ol ae Laasis Aeladl sagxdl sl of st

Wgoyall clamag pusriall Lsa axs @l Balgb Auasly clugmall oo sl el dliere Al
Aesddly 4dp ol Ciwlgxdl po Bauze Slaglas A8, w (doustl (o Gloyl]

ALl Bagad) e e 4 Sty Adlall adl o) il 17 i
i ) ) el B cplalall i g oa an #
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eidl § Aaladl ulall 539> e addl c¥lasl @il gle¥ il sy ¥ Aglll & all dn,all @
e Otlelall Sl Azg (o Al
Tl ASY 2 paall c¥las ! @lad) G gl dpazmtl sdaall geyaall il Jules oyl IS5 (o
I @l ) Jemstll o
Ao Lidl Bagll yulas piie (e 29 ASIYI &AW @il pmeld jlums¥l Jlatll 7 390 2asDle (14) Jgoix!

Model Summary €

Std. Error Change Statistics

R Adjusted Durbin-
Model R of the R Square F Sig. F
Square R Square df1 df2 Watson
Estimate Change Change Change
1 146" .021 .018 13.216 .021 6.321 1 291 012
2 .190b .036 .029 13.139 .015 4.432 1 290 .036 .218

a. Predictors: (Constant), jiuall 8:lw|
b. Predictors: (Constant), il 8¢lu| « yoall 8clu)
c. Dependent Variable: alsLadl 33921 sulao

odiall Belus] (2 Alaladl ulall 8agzmy Tl aaull sl @l glesl AST o Joazdl (o i
Lobas! dls laar pidlly umtll Jalas mudy cJoaall all (oss aa5 G140 Lladl @b ols il 3eluls
LS aloladl 3agal sulae @ culitdl (o (%9 2) 5ydd Lo yuais pddl Belusly shuall Belus) Zanyz ISH O
el il J) 8LAYL «aiall Lresd cily adg L Lasd Llgyl 3g2g pute Blod) cllassto qud gl oy lsl

(JW Jgadl Lmasgs (@ly ol (bl

AoLid! Basadl pulae e adudl ¥l o ouladl Julzs (15) Jouzed!

ANOVA*

Model Sum of df Mean Square F Sig. Mean std.
Squares Deviation
Regression 1104.101 1 1104.101 6.321 012° 163.22 2.530
1 Residual 50826.480 291 174.661 .000 13.094
Total 51930.580 292
Regression 1869.120 2 934.560 5.414 .005°
2 Residual 50061.460 290 172.626
Total 51930.580 292

a. Dependent VariabledlsLid| 85921 yulae
b. Predictors: (Constant), juuall alasiw! 8¢lu)
c. Predictors: (Constant), aall 8elu| il auseiv! bl

A gAY AU @ilyad) slassl @al Gibas] 1o 480 529 05 .0 (o yiuol Jlaisdlg F @ud cng
ol e1o¥ ALl Bogmdl sulas de aadl Beluly souall aluziul Beluly dltets addl ¥lasl Aies
gl sl Slam¥l Julas 7 3ai Badsll Sey Wiy (L Calaladl Jlas &g (rn 2uadlusy!

ALl Bagad) e e 4 Sty Adlall adl o) il 18 i
i ) ) el B cplalall i g oa (18) #
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AoLadl Bagaetl pulan e adolll c¥linl Aasya il lams¥l Sl z3ged ilis (16) Jpunl!

Coefficients *

Unstandardized Standardized
Collinearity Statistics
Model Coefficients Coefficients T Sig.
B Std. Error Beta Tolerance VIF

(Constant) 170.291 2.916 58.402 .000

sl ?..\.‘"d'.w‘ belwl -.942- 375 -.146- -2.514- 012 1.000 1.000
(Constant) 178.791 4.970 35.971 .000

2 ssaldl ?..\.‘"d'.w‘ belwl -.857- 375 -.133- -2.286- .023 .988 1.012

]l 8ela) -.475- 226 -.122- -2.105- .036 .988 1.012

a. Dependent Variable: 2sLaJ! 339!l sulas
csds Lolas! Aoy Lgine 050 e yiel Jlaas¥lg t-testy ALl wually Ly @ud o Jodadl play
oady i Jalas! Uy Lgine sl Glmanl! 2t Gl Cligal Zaye Jarall fazedl coltl)
sl alusiul Beluly dliats adudl c¥ sl Aoyt @lu 43l Sl o @ pud) Judsy Lyasll s ,all
LS il Selualy susall Selue] P> oo addl c¥last ol LlS (6f cilaladl Bagddl pulas e adll 3elufs
lae e slasi¥l z3sas § Bodell 4o ASIYI @ilud! gl 3dall Sy ding (Alalidl B3gall plas cunasl
alasial belu) x - .857) + 178.791] = alaladl 5392l yulae 1l LS 5lami¥l Aslas 2elyog dlaladl 5352
[(adl Belas) X -.475) + (Gugall
Aalazll 29 S0Y) AW @iladl LIS 5oL ae padsis Alladl saszddl lae oof @ludl ylas LS
bl (By950 bl Wallay zlhsral § LS Jooall pe il alhge shalss oMl 3 LS juiall alusial elul,
padioziy Shlaall sLal e adll ae clidl Calbga gholys (duall Jlgal (e oMladly 2l po clid) Calaga
ol 3 bl Caylall & otelall 2y oo GG milzll J3T (e (29 5L3Il blus o> Sleslac
@l GGyl 5oy ae paases Aleladl Bagxdl sulae Oly Led Joall bogyss mal o 2 dl L1 00 Tlas
oo Leda ol Lels Jl> 3 GoASIY poull @Blay o35 ¥l (3 LS pall Selaaly Aalazll 9 ASTY1 AU
Lo 9 AS] 2o Abllay A8y chgymn pe 3T Byl (ha 8y950 o ST 28l Al Jloaiaal (0,391 S
L sall Al ol (£xadl Lombial Lela) @iy @y Lple e Bagdan g AST] ads ddllay Jlaniuwl (el

i) i
Slall 3 onelall Jas Amg (o 2aladl 5agmll las e 2s 0¥ A @l alu b dogy .1
oSar @y AeLall Basmll yulas conaiil LS 2 g A1 A @hmdl ool Ly Aoa 1 2uedlal
AL Basmll lae e climenlly Laasll il Colaal o) ladl ol ol s oL gl
Bazis AblLall 35m)l e coaissl LS Bl aliomenll Raxall Ll Gilagel @l @y L
drall pllasll § Bog A Blaxl jelas of JI @aST &lls (2017) @all Zalys gl ae Lmisl] sda
Silagdl meings 593 48Ty (il Gl calagal ) ays G ,SLls Zipmyall cualia sshas 3 Thgs cual
iy eaall a IS e Loyl (assd LieslSas Zuolilly Zalall clipmganiel] G5 Lags 3 2auil

ALl Bagad) e e 4 Sty Adlall adl o) il
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